How Banks Can Navigate ESG Risk Compliance Effectively

Banks worldwide face mounting pressure to address ESG risk in their operations. Recent
regulatory changes require financial institutions to demonstrate clear environmental, social,
and governance commitments, with 85% of global banks now reporting ESG metrics as part
of their compliance obligations.

We understand the challenges banks encounter when implementing effective ESG risk
management strategies. Our comprehensive guide explores essential components of a
robust ESG framework, from initial assessment to full implementation. Through practical
insights and proven methodologies, we will help you navigate the complexities of ESG
compliance while maintaining operational efficiency and meeting stakeholder expectations.

Building a Robust ESG Compliance Framework

The European Central Bank's recent focus on ESG compliance has created a pressing need
for financial institutions to strengthen their risk management frameworks. We've observed
that ESG regulation has increased by 155% over the past decade 1, with banks facing
potential daily sanctions of up to €500,000 for non-compliance by early 2024 2.
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1. Assessing Current ESG Maturity Level

We recommend beginning with a comprehensive evaluation of your current ESG
practises. Our analysis shows that organisations need to understand their present position
in terms of both ESG maturity and ambition 3. This assessment should cover five key
functional areas: strategy development, investment policies, service delivery, internal
operations, and reporting mechanisms 4.

2. Identifying Key Regulatory Requirements

The regulatory landscape is becoming increasingly complex, with the Corporate
Sustainability Reporting Directive (CSRD) affecting approximately 50,000 entities - nearly
five times more than previous legislation 1. We've identified that banks must focus on:

. Environmental matters and science-based targets

. Social responsibility and community impact
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. Human rights standards
. Anti-corruption measures
. Board diversity requirements 1

3. Developing Implementation Roadmap

Our experience shows that a successful ESG framework implementation requires a
structured approach. The first critical step is establishing an ESG data strategy that
provides a consistent approach covering both internal and external data sources 5. We
recommend developing an ESG book of record to capture commitments, risk exposure, and
specific data attributes 3.

For effective implementation, we've found that organisations need to focus on building
scalable data collection infrastructure and analytics capabilities. This includes developing
end-to-end ESG data and analytics tools that can demonstrate various use cases, from
regulatory disclosures to board visibility 5.
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Technology and Data Management Solutions

We recognise that digital transformation is revolutionising how banks manage their ESG
risk compliance. Our research shows that 85% of investors now expect ESG disclosures to
be treated with the same rigour as financial statement audits é.



ESG Data Collection Infrastructure

We've identified that establishing a robust data collection framework is crucial for success.
Our analysis shows that effective ESG data must meet six essential quality criteria:

e Completeness without missing values

Accuracy in metric reflexion

e Consistency across unified standards
e Uniqueness without duplications

e Validity in required formats

e Timeliness in data delivery &

Analytics and Reporting Tools

We've observed that modern ESG analytics platforms are transforming sustainability
reporting through automation and enhanced accuracy. The most effective solutions now
offer real-time ESG data visibility for investors and comprehensive report generation
functionality 6. Our implementation experience shows that advanced analytics and real-time
data collection systems provide deeper insights into energy usage, resource allocation, and
social impacts Z.

Integration with Existing Systems

We understand that merging ESG criteria with existing digital systems presents
significant challenges, particularly for institutions operating on outdated infrastructure Z.
Breaking down data silos is imperative before implementing any ESG data management
solution & We recommend a strategic approach that includes:

1. Infrastructure Assessment: Evaluate current systems and identify integration
points

2. Data Standardisation: Implement unified standards across all ESG metrics

3. Automated Integration: Deploy solutions with powerful automation capabilities
for analytics and reporting &

Our experience shows that utilising Al and analytics enables banks to integrate ESG
risks into their overall risk management frameworks, facilitating early identification of
environmental liabilities and governance issues Z. This proactive approach strengthens
stakeholder trust through clear, actionable insights while ensuring regulatory compliance.
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Risk Assessment and Mitigation Strategies

Our comprehensive analysis reveals that climate-related financial risks could reduce global
income by 19% over the next 25 years, amounting to CHF 33.17 trillion in annual losses by
2050 8 We've developed robust strategies to help banks navigate these challenges
effectively.
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Climate Risk Analysis Methods

We've identified that climate risk assessment must follow a systematic approach
incorporating both physical and transition risks. Our research shows that over 80% of
financial institutions now recognise material climate risk impact on their risk profiles 2. We
recommend focusing on these key risk factors:

e Physical Risks: Asset damage and operational disruptions
e Transition Risks: Policy changes and market shifts
e Systemic Risks: Supply chain disruptions and structural changes

¢ Financial Impact: Credit risk and market volatility

Greenwashing Prevention Measures

We've observed that greenwashing poses a significant threat to banking sector
credibility. Our analysis shows that financial market laws already sanction false or
misleading conduct through provisions on liability and criminal charges 19. To prevent
greenwashing, we recommend implementing these critical steps:



1. Embed sustainability into corporate strategy
2. Focus on clear, truthful product information
3. Implement robust advisory processes

4. Provide comprehensive staff training 10

Portfolio Impact Assessment

We understand that effective portfolio assessment requires sophisticated tools and
methodologies. Our research indicates that the Asia-Pacific region faces particular
vulnerability, with 26% of its GDP at risk due to rising temperatures & We've found that
comprehensive ESG reporting suites provide essential transparency into portfolio
sustainability performance, enabling comparison against relevant benchmarks 1.

Through our experience, we've seen that a 1% increase in climate-related damage can
lead to a 2.3% rise in non-performing loans 8. This underscores why we emphasise the
importance of integrating climate risk factors into existing risk management frameworks.
Our approach ensures consistent analysis across all asset classes, from equities to real
estate, simplifying portfolio comparisons and facilitating holistic decision-making 11.

Implementation Best Practises

Our experience shows that successful ESG risk implementation requires a well-
structured approach focusing on three critical areas: training, communication, and
monitoring. We've found that nearly two-thirds of asset managers and owners have not yet
integrated ESG expertise into their investment compliance 12, highlighting the urgent need
for comprehensive implementation strategies.

Staff Training and Development

We recognise that building internal capacity is crucial for ESG risk management. Our
research shows that financial service providers must ensure their staff possess necessary
skills and knowledge 13. We recommend focusing on these essential training components:

e ESG fundamentals and risk types
e International principles and regulations
e ESG investment approaches and solutions

e (Greenwashing prevention strategies
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e Portfolio transition methodologies 13

Stakeholder Communication Strategy

We've implemented an "always-on" approach to stakeholder engagement, which has
proven highly effective. Our data shows that maintaining continuous engagement builds
trust and demonstrates genuine commitment to sustainability 14. We recommend
implementing these key steps:

1. Regular ESG information updates across all channels
2. Interactive engagement through webinars and Q&A sessions
3. Integration of ESG topics into all corporate communications

4. Employee involvement as ESG ambassadors 14

Progress Monitoring and Reporting

We understand that comprehensive monitoring is vital for ESG risk management
success. Our experience shows that banks need transparent reporting on ESG risk exposure
throughout their operations 15. We've found that monitoring should focus on both
immediate and long-term impacts, as ESG effects often materialise later than traditional risk
types 1o,

We emphasise the importance of data quality monitoring, with our research showing
that 71% of organisations cite "incomplete and inconsistent" data as a major barrier to ESG
investing 16. To address this, we've developed robust control frameworks that include
automated monitoring systems and regular data quality assessments 12,

Through our implementation experience, we've observed that successful ESG risk
management requires expert people who understand both regulations and firm-specific
responsibilities 12. We maintain ongoing oversight of regulatory and conduct expectations,
positioning our compliance function as a proactive strategy advisor at the C-level 1Z.

FORFIRM'’s Approach

1. ESG Risk Assessment integrated in IT Risk Management

The workflow begins with the identification of relevant ESG (Environmental, Social, and
Governance) and IT risks, which involves analyzing the organization's IT operations,
infrastructure, and processes to uncover potential vulnerabilities or issues that could
impact ESG objectives. This step requires collaboration across departments to align IT risk
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identification with broader ESG priorities, such as energy efficiency, data privacy, and
governance compliance. Following identification, the assessment of ESG risks related to
IT infrastructure evaluates their potential impact, likelihood, and interdependencies. This
involves detailed analysis, such as assessing the environmental footprint of data centers, the
social impact of IT decisions, or governance risks linked to regulatory compliance and
cybersecurity.

The next step is the integration of ESG risks into the IT risk management framework,
ensuring that identified ESG risks are embedded into existing IT risk processes. This
involves updating risk registers, developing ESG-specific metrics, and establishing
alignment with organizational ESG strategies. With risks integrated, the focus shifts to
continuous monitoring and reporting of ESG risks related to IT. This entails
implementing monitoring tools, setting up key performance indicators (KPIs), and
generating regular reports to provide stakeholders with actionable insights.

Mitigation and response planning then prepares the organization to address ESG risks
proactively. This includes developing strategies to reduce energy consumption, ensuring
data privacy, enhancing IT governance practices, and establishing response protocols to
manage ESG-related incidents effectively. To support these efforts, training and
awareness programs on ESG and IT are delivered to staff. These programs aim to build
organizational capacity, enhance understanding of ESG principles in IT, and promote a
culture of proactive risk management.

Finally, periodic ESG audits integrated into IT operations are conducted to evaluate
compliance with ESG standards, identify new risks, and ensure that mitigation measures are
effective. These audits provide opportunities for continuous improvement, enabling the
organization to adapt to evolving ESG and IT challenges. Together, these steps create a
robust workflow for managing ESG risks in IT, fostering resilience, sustainability, and
responsible operations.
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risks framework related to IT IT operations

2. Regulatory Compliance for ESG Reporting

The workflow for ensuring regulatory compliance in ESG reporting begins with an initial
assessment of regulatory compliance and the business environment, where FORFIRM



evaluates the specific ESG regulations and standards applicable to its industry and
operating regions. This involves analyzing legal requirements, industry benchmarks, and
internal business processes to identify gaps or areas requiring alignment with compliance
obligations. Based on this assessment, is developed an ESG compliance strategy, which
outlines objectives, roles, responsibilities, and timelines to ensure adherence to regulatory
requirements. This strategy also integrates ESG priorities with broader corporate goals.

Following the strategy development, the focus is on the implementation of an ESG data
collection and management system, establishing processes and tools to gather accurate,
reliable, and comprehensive ESG data. This includes identifying data sources, setting up
systems for real-time tracking, and ensuring the data is securely stored and easily accessible
for analysis. Once the data is consolidated, the next step is to support the creation of ESG-
compliant reports, ensuring the reporting process aligns with regulatory frameworks and
stakeholder expectations. This involves using standardized reporting templates, verifying
data accuracy, and presenting information in a transparent and meaningful way.

An ESG compliance audit and verification is then conducted, either internally or through
third-party auditors, to validate the accuracy and completeness of the ESG reports and
ensure they meet regulatory requirements. To build internal capacity, staff training and
awareness programs are delivered, focusing on ESG regulations, reporting standards, and
compliance best practices. This step is crucial for fostering a culture of accountability and
understanding within the organization.

ESG governance support is also provided to strengthen internal structures and policies,
ensuring they align with ESG objectives and regulatory requirements. This includes creating
or enhancing governance frameworks, such as establishing ESG committees or defining
roles for oversight. Simultaneously, the organization engages in stakeholder
communication and engagement, sharing ESG initiatives and compliance progress with
investors, regulators, and the broader community to build trust and transparency.

Finally, FORFIRM offers support in the management of external audits, working with
external auditors to facilitate the verification process, address findings, and implement
recommendations. This comprehensive workflow ensures that the organization not only
complies with ESG regulations but also builds a robust, transparent, and stakeholder-
focused approach to sustainability and governance.

Development of an Support in the creation Staff training Stakeholder
ESG compliance of EGS-compliant and communication
strategy reports awareness and engagement

Initial assessment of Implementation of ESG ESG compliance ESG govemnance Support in the
regulatory compliance data collection and audit and support management of
and business management system verification external audits
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3. Assessment and Management of ESG Risk in Investment Portfolios

The workflow for the assessment and management of ESG risk in investment portfolios
begins with an initial assessment and definition of ESG objectives, where FORFIRM
identifies the organization’s goals and aligns them with the broader investment strategy.
This involves analyzing industry trends, regulatory requirements, and stakeholder
expectations to establish clear ESG priorities and performance targets for the portfolio.
Following this, the focus shifts to mapping ESG risks in existing portfolios, which entails
evaluating current investments to identify potential environmental, social, or governance
risks. This step often involves assessing sectors, geographies, and individual investments
against ESG risk indicators.

Once risks are mapped, the integration of ESG criteria into the investment decision-
making process ensures that future investments align with ESG objectives. This involves
embedding ESG considerations into due diligence, risk assessment frameworks, and
investment policies, enabling the organization to prioritize sustainable and responsible
investments. To maintain oversight, FORFIRM implements tools for continuous ESG risk
monitoring, such as automated analytics platforms or custom dashboards, to track ESG
metrics, identify emerging risks, and ensure ongoing alignment with objectives.

A proactive ESG risk mitigation strategy is then developed to address identified risks
and reduce their impact. This strategy might include diversifying investments, engaging
with portfolio companies to improve their ESG performance, or divesting from high-risk
assets. To maintain transparency and accountability, the focus is on ESG reporting and
compliance, producing detailed reports that highlight ESG risk management efforts,
portfolio performance, and alignment with regulatory standards or stakeholder
expectations.

The process concludes with internal audit and verification of ESG performance, where
FORFIRM reviews the organization’s ESG strategies, tools, and outcomes to ensure they
meet defined objectives and industry best practices. This step often involves third-party
validation to enhance credibility and identify opportunities for continuous improvement.
Together, these steps create a comprehensive framework for assessing and managing ESG
risks, enabling the organization to align its investment portfolios with sustainable, ethical,
and financially sound practices.

Implementation
Mapping ESG of tools for
risks in existing continuous ESG ESG reporting and
portfolics risk monitoring compliance

Initial Integration of ESG Development of an Intarnal audit
assessment criteria into the ESG risk mitigation and

and definition imvestment strategy verification of
of ESG decision-making ESG

ochjectives process performance



4. Carbon Compensation

The workflow for carbon compensation begins with a corporate carbon footprint
assessment, where is calculated the organization’s greenhouse gas emissions across
operations, including direct emissions, energy consumption, and supply chain impacts. This
comprehensive assessment establishes a baseline for understanding the organization’s
carbon footprint and identifying key emission sources. Following this, a project to
neutralize the bank’s operational emissions is initiated, focusing on reducing emissions
through energy efficiency measures, renewable energy adoption, and operational
optimization. Any remaining emissions are addressed through carbon offset initiatives,
ensuring the organization achieves operational carbon neutrality.

Next, the focus shifts to the integration of carbon offsetting into financial products,
enabling the bank to offer clients options such as green bonds, carbon-neutral loans, or
sustainability-linked investment vehicles. This step aligns financial offerings with
sustainability goals, creating value for environmentally conscious stakeholders.
Concurrently, the organization participates in carbon sequestration projects, such as
reforestation, afforestation, or soil carbon initiatives, contributing directly to global efforts
to capture and store atmospheric carbon.

To enhance transparency, a platform for monitoring and reporting carbon emissions is
implemented, allowing real-time tracking of emissions, offset efforts, and progress toward
carbon neutrality. This platform supports both internal decision-making and external
reporting, fostering accountability and stakeholder trust. Alongside operational efforts,
FORFIRM develops a carbon offset strategy for investment portfolios, incorporating
carbon-neutral principles into asset management and encouraging investments in low-
carbon or climate-positive projects.

Achieving Carbon Neutral certification is a critical milestone, validating the organization's
commitment to carbon neutrality and demonstrating compliance with recognized
standards. This certification enhances the organization's reputation and signals leadership
in sustainability. Lastly, the workflow incorporates carbon-related partnerships and
corporate social responsibility (CSR) projects, collaborating with NGOs, governments,
and industry partners to amplify impact through shared carbon reduction goals. These
partnerships also support broader community initiatives, creating shared value and
reinforcing the organization’s role in driving climate action. Together, these steps create a
robust framework for comprehensive carbon compensation and sustainability leadership.

Carbon-related
Project to neutralize the Participation in Development of a carbon partnership and corporate
bank’s cperational carbon sequestration offset strategy for social responsibility (CSR)
emissions projects investment portfolios projects

Company carbon Integration of carbon Platform for menitoring Carbon
footprint offsetting into and reporting carbon MNeutral
assessment financial products emissions certification
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Conclusion

Banks face increasing challenges as ESG risk compliance grows more complex and
demanding. A comprehensive approach is essential for success, integrating robust
frameworks, advanced technology solutions, and strategic implementation practices.
FORFIRM is well-equipped to support organizations in navigating this evolving landscape,
offering expertise and solutions tailored to their needs.

Effective ESG compliance begins with a thorough assessment of current practices and a
clear understanding of regulatory requirements. Quality ESG data collection and analytics
are crucial, enabling banks to make informed decisions and meet stakeholder expectations.
Our research highlights the financial implications of climate-related risks, underlining the
urgency for banks to take action. FORFIRM can assist with strategies to prevent
greenwashing, conduct portfolio impact assessments, and establish credible, sustainable
operations.

Staff training and stakeholder communication are vital for long-term success. By investing
in comprehensive training programs and maintaining transparent communication channels,
banks can adapt to regulatory changes, build stakeholder trust, and strengthen their market
position. FORFIRM provides tailored training and communication solutions to ensure
organizations are prepared for these demands.

Through the careful implementation of these strategies, supported by FORFIRM expertise,
banks can create resilient ESG risk management systems that safeguard their operations
and drive sustainable growth. Our evidence-based approach empowers financial
institutions to meet compliance obligations while maintaining operational excellence and
building a foundation for future success.
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